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On October 12, 2005 the FFIEC presented new guidance related to “Authentication in an Internet Banking 
Environment” (FIL-103-2005). In this document, CheckFree will affirm these FFIEC requirements and 
describe how CheckFree is working to fulfill these requirements for our direct consumer bases.  

In summary, CheckFree believes the authentication disciplines stated in the FFIEC guidance are critical for 
the protection of consumers leveraging the Internet to conduct electronic financial transactions, and that 
these disciplines have become fundamental to the success and viability of financial services providers. The 
FFIEC guidance contains a highlighted summary of the key conclusions, as well as a 14-page document 
that details these conclusions and how providers should approach these disciplines. CheckFree strongly 
recommends that our clients read and absorb both the FFIEC summary and detailed documents, and 
consider this guidance must-read material for leadership responsible for product development, security, 
privacy, and fraud protections. Furthermore, CheckFree strongly recommends that client leadership 
incorporate the analysis and disciplines called out in this guidance into their overall product and security 
strategies.  

Toward this end, here are the major conclusions of the FFIEC guidance, and our assessment of what each 
of these conclusions means and how clients might pursue compliance to these requirements. 

• Risk Assessment – The FFIEC document calls for providers to first understand the risks 
associated with their Internet financial services. CheckFree agrees completely, and furthermore 
would have identified this component as the first major conclusion in the summary (the FFIEC 
placed it fourth). Quite simply, the risk assessment discipline is where all of this must begin. 
CheckFree possesses a risk management discipline across our product lines, and has deployed a 
fraud engine based on these risks. This platform facilitates a quantitative understanding of the 
types of transactions and users that produce fraudulent or otherwise inappropriate consequences. 
In addition to serving as a platform to prevent these transactions, we are currently using our fraud 
engine to analyze where real business risk exists, and how risks compare across our product lines. 
This understanding will drive where we need to deploy more capable security controls, and 
conversely, where additional security controls do not make as significant a business impact. We 
strongly encourage our clients to pursue similar analysis before developing or purchasing strong 
authentication or fraud prevention services, unless timeframes dictate otherwise, so that they 
deploy these controls intentionally toward high-risk consumer transactions and events. 
(Note: CheckFree can assist clients with fraud detection in bill payment transactions via its 
FraudNet product. Please see your account representative for more details.) 

• Multi-factor or “Strong” User Authentication – The FFIEC guidance makes several important 
statements with regard to multi-factor authentication. These statements are summarized below 
followed by CheckFree’s assessment of each. The term authentication refers to how the identity of 
an individual consumer is validated, typically before granting access to a product or service. 
Identity validation occurs by checking the consumer’s set of credentials, or pieces of data that 
uniquely identify the individual. Examples of credentials include the consumer’s login ID 
(generally considered to be public data), and private data elements such as plain-text passwords, 
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one-time passwords (OTPs), USB tokens, smart cards, PC tethers, client digital certificates, and 
biometrics which identify unique human characteristics such as fingerprint attributes.  

1. Financial institutions offering Internet-based services should use effective methods to 
authenticate the identity of consumers using these services. CheckFree believes the key word 
here is “effective”, as it shows the way without dictating the specifics: 

– These controls must be connected to understood business risk and backed by solid 
business cases, or they will be wasteful to the company.  

– These controls must take into account the consumer experience with the online financial 
services, and must not become a major detriment against use. 

2. Single-factor authentication, when used as the only control, is inadequate for high-risk 
financial transactions. CheckFree affirms this statement. The term “single-factor” 
authentication means that a service is using a plain-text user ID (remember, the ID is 
considered public data) and a plain-text password as a single piece of private data, as the 
credentials to validate the identity of an individual. Single-factor authentication possesses a 
significant number of security vulnerabilities. Many consumer-created passwords are easy to 
guess by hackers, and even hard to guess passwords (referred to as “strong passwords”) are 
many times written down by consumers (as they are hard to remember, too) and available to 
hackers. More sophisticated hackers employ so-called phishing attacks to lure the consumer to 
give up their login ID and password, or keyboard-loggers to record the keystrokes of the 
consumer and gain access to the credentials. Even with the use of strong passwords, single-
factor authentication is considered insecure for Internet-based financial services. 

3. Additional security controls must be deployed for high-risk financial transactions. In many 
ways, this is the theme of the FFIEC guidance, and the requirement for financial service 
providers to achieve by the end of calendar year 2006. While the guidance does not dictate a 
particular approach, here are what we believe are the major control areas, and how CheckFree 
is proceeding in each: 

– Consumer verification during account origination. CheckFree currently deploys specific 
controls during the consumer enrollment and account setup for its consumer-direct bases 
and for financial institutions for which CheckFree hosts enrollment and sign-on. We will 
soon deliver more advanced consumer verification controls within our process. 
Significant risk can be mitigated within this phase of the process, and we recommend our 
clients pursue similar controls. 

– Multi-factor or “strong” consumer authentication. The multi-factor approach essentially 
says to require consumers to present a second private data element to successfully 
authenticate to our services. In order for these solutions to be effective, they must not 
present a major detriment to the end-user experience, and they must possess capable audit 
and reporting capabilities to support fraud and forensics objectives. CheckFree has 
recently deployed a strong authentication solution for one of our significant user bases, 
and is using this experience to bring strong authentication to our remaining consumer 
bases for high-risk transactions. CheckFree strongly recommends that our clients 
understand their high-risk transactions, their user base characteristics, and aggressively 
pursue strong authentication controls for (at minimum) their consumers when performing 
high-risk transaction types. 
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– Mutual Authentication. CheckFree is currently considering methods by which our 
consumers can recognize more certainly that it is truly a CheckFree service they are 
dealing with, and not an imposter service. Many of our clients would seem to benefit 
from a similar approach. 

– Backend User Profiling and Fraud Monitoring. This technique establishes a profile for 
how a consumer uses a service, and monitors the transaction behavior of consumers 
based on their established profile. These pattern detection solutions are similar to fraud 
detection systems used within the credit card industry, and have reduced credit card fraud 
to all-time lows of 0.05 percent. CheckFree believes these same disciplines will become 
fundamental to protecting online bill payment users from fraudulent account use. 
CheckFree currently uses an internal fraud engine to profile user transactions, and is 
currently investigating our development and/or participation in so-called “fraud 
networks” as a way bringing cross-industry fraud information to further prevent these 
behaviors within our bill payment products. CheckFree recommends that our clients 
examine these disciplines seriously, and consider incorporating third party fraud services, 
including the CheckFree FraudNet offering, to rapidly protect their consumers against bill 
payment fraud. 

• Consumer Awareness Programs – The FFIEC guidance affirms the effectiveness of consumer 
education targeting the vulnerabilities associated with consumer credentials, identity theft, and 
high-risk online transactions. CheckFree is currently advancing our consumer awareness program, 
and recommends to our client base to do likewise. 

• Compliance by end of 2006 – The FFIEC guidance mandates that financial institutions are 
expected to comply with these requirements before year-end 2006. Fortunately, CheckFree 
considered these disciplines fundamental before the FFIEC guidance, and initiated a corporate-
wide strategy project to conceive and deliver these controls for the consumer bases we directly 
support, and well before the FFIEC deadline. Our current internal project will continue to drive 
and vet our fundamental value proposition in this area, and by June, 2006 we will communicate 
our next generation solutions for integrated consumer protections, fraud prevention, and related 
security controls. 

CheckFree strongly recommends that clients accelerate their support of existing initiatives in these areas, 
and create predictable vehicles through which compliance can be demonstrated before this deadline. As a 
reminder, in situations where our partners front-end their services and directly authenticate their consumers, 
the business partner owns the compliance responsibility for these requirements. In situations where 
CheckFree hosts services on behalf of partners and authenticates their consumers, CheckFree owns the 
responsibility for compliance.  

Finally, our clients should expect CheckFree to continue in our long tradition of marketplace leadership, 
and to address these challenges in a way that transforms the online bill payment and investment services 
marketplaces.  

Thank you for your business with CheckFree, and please direct any questions about this document to your 
CheckFree service representative. 
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